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Overview

# Why do we need SERT?
* Whatis S|

=

# SERT' role

# SERT' relationships




Uza 1,000,000
Cermeny 100,000
iid 39,000
Australia 42,000
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Why Do We Need SERT?

# Success of CERT Coordination Centre in USA
* AARNet is large (>80,000 hosts)

# Need security coordination locally

# Reduce costs to AARNet members

* Aid to small sites

# Establish and maintain trusted relationships

e




e ——
(o)

What is SERT?

# Security Emergency Response Team

* Trusted Centre of

* Response

o Security Incidents
sites
recommend a defence

# Dissemenation of Security Information

# Education and Security Tools
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What Wi

SERT Do For Me?

# Provide help on computer security and liaison
# Recommend action for known vulnerabilites
# Central source of security information

* Raise security awareness

# Preserve confidentiality and privacy

# Comply with relevant Laws
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What Won’t SERT Do For Me?

# Can'tfix your se

curity problems
will provide assistance

= will provide pointers

# Will not take disciplinary action on your behalf
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How Was

RT Formed?

# Cooperative venture - UQ, QUT, GU

# Funding locally first half 1993
# Funding support from other universities second
half 1993

# Function recogn

ed by AVCC - request for tender
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SERT’s Relationships

# 24 Hour trusted contact for security
# Trusted contacts with its constituents

# Law enforcement agencies

# FIRST- Forum of Incident Response and Security Teams
# Information Security Research Centre.
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SERT’s R

tionships

* CERT Coordination Centre (USA)
* Joint Network Team (UK)

* DFN- CERT (Germany)

#* CERT-NL (Netherlands)




* Operationa

* Handled > 100 incidents
* Large incident involving a coordinated ttp attack
*

rergency after hours site notification
wuarchive
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What Has SERT Dene So Far?

# Issued ten advisories

# Megapatch

# Technical papers on security issues
* Local fip archive site

# Assistance to the AFP
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Why Should T Register With SERT?

# Receive security information

# Part of a security conscious community

*# Contact if a vulnerability or attack is determined
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How Do I Conmtact SERT?

# Phone: (07) 365 4417 - SERT salfansver ring Q0. business hour.
G e s o emergencien
# Fax: (07) 365477

# Emall: sert@sertedu.au
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